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A RAID bad block module is added to a RAID controller.
The bad block module intercepts bad block errors and marks
them in a bad block table. When a bad block error is
intercepted the bad block module logs the error and deter-
mines, based on the error and previously received errors
logged in the table, whether the RAID controller can handle
the error without failing the entire array. If so, the bad block
module passes the error to the RAID controller. Else, the bad
block module passes the error to an application or operating
system where it is handled like any other disk error. Thus,
instead of failing the entire array, the bad block errors are
dealt with by the operating system.
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SYSTEMS AND METHODS FOR IMPROVED
FAULT TOLERANCE IN RAID
CONFIGURATIONS

CROSS-REFERENCE TO RELATED
APPLICATION

This application is a continuation of U.S. Utility applica-
tion Ser. No. 13/449,552 filed Apr. 18, 2012, entitled “Sys-
tems and Methods for Improved Fault Tolerance in RAID
Configurations,” which claims the benefit of U.S. Provi-
sional Patent Application No. 61/476,718, filed on Apr. 18,
2011, and entitled “Systems and Methods for Improved
Fault Tolerance in RAID Configurations,” all of which are
hereby incorporated by reference in their entirety.

BACKGROUND

Currently in RAID configurations hard disk bad block
management is provided through its special reserved area of
the hard disk called GLIST. In a hard drive, if a write
operation fails due to a medium error such as a bad block,
the hard disk allocates an unused block from GLIST and the
bad block location is remapped to the newly allocated
location in GLIST. Once the unused GLIST blocks are
exhausted, the hard disk cannot internally fix faulty blocks
and has to pass the error to the RAID layer. When the RAID
layer receives the error, it then fails the disk. If the RAID
layer cannot recover using other hard disks of the array
(depending on the RAID level used), it will fail the entire
array.

With respect to a read operation failure, when such an
error is received by the RAID layer from a hard disk, the
RAID layer reads from other blocks in a same stripe to try
and compute the failed block data. During this data com-
putation, if the RAID layer encounters further read operation
failures and there is no bad block management module in the
RAID layer, then the RAID layer will fail the entire array.

There are many other scenarios where a RAID layer will
fail an entire array, for example:

1) During a degraded state: If an entire hard disk is
already failed, if another read error is received, the
RAID layer may mark the whole array as failed.

2) During a rebuilding state: While the RAID layer is
rebuilding the array, it computes missing block data
from the existing blocks in the same stripe. If it
encounters a read error from the existing blocks, it may
mark the whole array as failed.

3) During a dirty degraded state: Dirty degraded is a
failure state that happens when there was an unclean
shutdown while one or more stripes were open.

4) During an initialization state: During initialization, if
there are any read errors, the RAID layer may mark the
whole array as failed.

SUMMARY

A RAID bad block module is added to a RAID controller.
The bad block module intercepts bad block errors and marks
them in a bad block table. When a bad block error is
intercepted the bad block module logs the error and deter-
mines, based on the error and previously received errors
logged in the table, whether the RAID controller can handle
the error without failing the entire array. If so, the bad block
module passes the error to the RAID controller. Else, the bad
block module passes the error to an application or operating
system where it is handled like any other disk error. Thus,

10

15

20

25

30

35

40

45

50

55

60

65

2

instead of failing the entire array, the bad block errors are
dealt with by the operating system.

The bad block module may be a software module and may
be added to an RAID controller that does not already have
bad block management support. The bad block module may
include a device driver layer called the thin disk layer that
sits between a RAID stack of the software RAID controller
and a disk subsystem, and another device driver layer called
a thin RAID layer that sits between the operating system/
application layer and the RAID stack.

This Summary is provided to introduce a selection of
concepts in a simplified form that are further described
below in the Detailed Description. This Summary is not
intended to identify key features or essential features of the
claimed subject matter, nor is it intended that this Summary
be used to limit the scope of the claimed subject matter.
Furthermore, the claimed subject matter is not limited to
implementations that solve any or all disadvantages noted in
any part of this disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a diagram of an illustrative bad block module;

FIG. 2 is a flow diagram showing an illustrative routine
for recovering from two or more medium errors; and

FIG. 3 is a computer architecture diagram showing an
illustrative computer hardware architecture for a storage
node computing system capable of implementing aspects of
the embodiments presented herein.

DETAILED DESCRIPTION

While the subject matter described herein is presented in
the general context of program modules that execute in
conjunction with the execution of an operating system and
application programs on a computer system, those skilled in
the art will recognize that other implementations may be
performed in combination with other types of program
modules. Generally, program modules include routines, pro-
grams, components, data structures, and other types of
structures that perform particular tasks or implement par-
ticular abstract data types. Moreover, those skilled in the art
will appreciate that the subject matter described herein may
be practiced with other computer system configurations,
including hand-held devices, multiprocessor systems,
microprocessor-based or programmable consumer electron-
ics, minicomputers, mainframe computers, and the like.

In the following detailed description, references are made
to the accompanying drawings that form a part hereof, and
which are shown by way of illustration specific embodi-
ments or examples. Referring now to the drawings, in which
like numerals represent like elements through the several
figures, aspects of a computing system and methodology for
providing improved bad block handling in a RAID environ-
ment.

Turning now to FIG. 1, details will be provided regarding
what is referred to herein as a bad block module 100. As
shown the module 100 may include a thin RAID layer 103,
a thin disk layer 107, and a bad block table 109. The module
100 may be a software module and may be designed to
operate with a software RAID controller. For example, the
module 100 may be implemented as a plug-in to existing
software RAID controllers. In particular, the module 100
may act as multiple intermediate layers between an operat-
ing system/application layer 101, a RAID stack 105, and a
plurality of volumes 111a, 1115, 111¢, and 1114d. In some
implementations, each of the volumes 111a-1114 may be
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one or more physical hard disk drives. However, other types
of volumes may be supported such as network, virtual, and
logical volumes. The volumes 111¢-111d may form a RAID
array that is managed by the RAID stack 105. The RAID
may be a variety of RAID types including, but not limited
to, RAID-0, 1, 2, 3, 4, 5, 6 etc. Moreover, more or fewer
volumes 111a-111d may be supported.

The module 100 helps solve many of the problems
described above with respect to array failure by intercepting
medium errors such as bad block errors from the array, and
instead of failing the array, it passes the error to the operating
system/application layer 101. Thus, instead of making the
whole array as failed which impose a big penalty for high
availability, the module 100 only marks the relevant blocks
as bad and deals that block as a bad block in the eyes of the
operating systenv/application layer 101 that has issued the
1/0 to the array.

In some implementations, the bad block table 109 may
include an entry for each chunk from the logical array (i.e.,
volumes 111a-1114d), and an array of bitmaps with each bit
of'the bitmap representing each sector of a chunk. Other data
structures may also be used. For a 64 KB RAID chunk size,
128 bits may be used to address all the sectors inside a
chunk. Each bit in the bitmap associated with a chunk
represents whether the corresponding sector in the chunk has
been reported by any of the volumes 111a-1114 as a bad
block. The bad block table 109 may be stored in an area
associated with the module 100 on one or more of the
volumes 111a-111d. This area may be referred to herein as
the “RAID-RT DDF” area.

In some implementations, the entries in the bad block
table 109 may be hashed using the logical chunk number
associated with each entry as a key. Further, when any
changes are made to the bad block table 109 they may be
persisted among one or more copies of the bad block table
109 in the RAID-RT DDF area, thus providing the same
amount of fault tolerance as the corresponding RAID level
of the array provides. Because each entry in the bad block
table 109 is maintained for each chunk of the array by
number, it is not affected when the array is expanded in the
future. For example, additional entries may be added to the
bad block table 109 to correspond to each chunk of any
newly added disk space.

In some implementations, the thin disk layer 107 may
intercept disk errors generated by the volumes 111a-111d
before they reach the RAID stack 105. Instead, the thin disk
layer 107 may generate and pass manipulated return codes
to the RAID stack 105 depending on the disk errors that are
received. Only 1/O errors that can be gracefully handled by
the RAID (i.e., without failing the array) are passed to the
RAID stack 105. All other disk I/O errors received by the
thin disk layer 107 are not passed to the RAID stack 105
otherwise the array would fail.

Instead of passing on the disk I/O errors that cannot be
handled by the RAID stack 105, the errors are marked on the
bad block table 109 by the thin disk layer 107. Further, while
the errors are not passed to the RAID stack 105, the errors
may still be passed to the operating system/application layer
101. In some implementations, the errors may be passed by
the thin RAID layer 103 which is located between the RAID
stack 105 and the operating system/application layer 101.

In some implementations, the thin RAID layer 103 may
intercept I/O from the RAID stack 105, and before passing
the I/O to the operating system/application layer 101, the
thin RAID layer 103 may check the bad block table 109 for
any errors associated with the chunks corresponding to the
1/0 that were logged by the thin disk layer 107. For example,
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if the 1/O is a read operation and there is an error set in the
bad block table 109 by the thin disk layer 107 corresponding
to the chunks associated with the /O, the thin RAID layer
103 may pass an error to the operating system/application
layer 101 rather than the I/O received from the RAID stack
105.

Where the I/O received from the RAID stack 105 is
associated with a write operation, the thin RAID layer 103
may clear any entry in the bad block table 109 for the
chunk(s) associated with the write operation. The received
write /O may then be passed to the operating system/
application layer 101. Thus, the bad block table 109 is built
by the thin disk layer 107 and is referred to by the thin RAID
layer 103.

FIG. 2 shows a diagram of an operational flow used by the
module 100 to recover from multiple medium errors. At
operation 1, a read I/O is received at the thin RAID layer 103
from the operating system/application layer 101. The read
1/0 may be associated with the chunk N+2 from the volumes
111a-111d. For example, the read I/O may be a request to
read data from one or more sectors of the chunk N+2.

At operation 2, a determination is made by the thin RAID
layer 103 as to whether there are any entries in the bad block
table 109 for the chunk N+2 associated with the read I/O that
would indicate that a bad block error was reported for one
of the sectors of the chunk N+2. If so, at operation 15, the
thin RAID layer 103 may generate an error, and may provide
the error to the operating system/application layer 101 at
operation 16. Else, the read [/O is passed to the RAID stack
105 at operation 3.

At operation 4a, the read /O is intercepted by the thin
disk layer 107. At operation 4b, the read I/O is passed to the
volumes 111a-1114 and a medium error such as a bad block
error is generated by the volumes 111a¢-1114 and intercepted
by the thin disk layer 107. In some implementations, the thin
disk layer 107 may log the bad block error by setting the
entry for the chunk N+2 in the bad block table 109.

At operation 5, the bad block error is passed to the RAID
stack 105 by the thin disk layer 107. Because the bad block
error is the first bad block error received for the stripe
associated with the chunk N+2, the RAID stack 105 may be
able to reconstruct the failed block associated with the chunk
N+2. At operation 6, the RAID stack 105 may begin to
reconstruct the failed block.

At operation 7, an additional bad block error is received
by the thin disk layer 107 for a read 1/O associated with the
chunk N. The chunk N may be part of the same stripe as the
chunk N+2. Because the RAID stack 105 may not be able to
reconstruct an additional bad block on the stripe, to avoid a
failed array the thin disk layer 107 may initiate a bad block
handling algorithm at operation 8.

At operation 9, as part of the bad block handling algo-
rithm, the thin disk layer 107 may determine the bad sectors
for the chunks N and N+2 associated with the bad block
errors. In some implementations, the thin disk layer 107 may
determine the bad sectors by generating read 1/Os to each of
the sectors associated with the chunks N and N+2. At
operation 10, the thin disk layer 107 may mark the entries in
the bad block table 109 corresponding to the chunks N and
N+2 and may set the corresponding bitmap entries corre-
sponding to the determined bad sectors.

At operation 11, as part of the bad block handling algo-
rithm, the thin disk layer 107 may write a dummy value such
as zero to the bad sectors associated with the chunk N. At
operation 12a, as part of the bad block handling algorithm,
the thin disk layer 107 may return I/O to the RAID stack 105
indicating that the read I/O for the chunk N was successful
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(even though it was not). The /O may include the dummy
values written to the bad sectors of the chunk N. At operation
125, the RAID stack 105 may receive the I/O.

At operation 13, the RAID stack 105 may begin to
reconstruct the data associated with the chunk N+2 using the
data associated with stripe. However, since the dummy data
was written to the bad sectors of the chunk N, the values in
the chunks N and N+2 are no longer valid with respect to the
operating system/application layer 101. Therefore, the
entries for the chunks N and N+2 may remain marked in the
bad block table 109 until a write I/O is received from the
operating system layer 101. Until the entries are removed,
subsequent read I/Os from the operating system/application
layer 101 may result in errors generated by the thin RAID
layer 103, for example.

At operation 14, the thin RAID layer 103 may intercept
the I/O with the dummy values from the RAID stack 105. At
operation 15, the thin RAID layer 103 may check the bad
block table 109 and may determine that the entries associ-
ated with the I/O are unreliable. Accordingly, at operation
16, the thin RAID layer 103 may generate an error to the
operating system/application layer 101.

Following are descriptions of how the module 100
described herein may be used to avoid total array failure for
the RAID states described in the background section such as
an optimal state, a degraded state, a rebuilding state, and a
dirty degraded state. In addition, how the module 100 may
be used to provide increased performance for array replica-
tion is also described.

With respect to the optimal state, a first medium error such
as a bad block error may be received by the thin disk layer
107 from the array for a read I/O. Because the array is in the
optimal state, the medium error is provided to the RAID
stack 105 where error may be recovered from. However, a
next and consecutive medium error for a read I/O indicating
bad sectors for the same stripe received by the thin disk layer
107 is not provided to the RAID stack 105. Instead, the thin
disk layer 107 initiates the RAID-RT bad block handling
algorithm described above and passes a message to RAID
stack 105 indicating that the read I/O was successful and
returns zero data for the bad sectors. The RAID stack 105
may then use the zero data to reconstruct the failed disk of
the first received medium error and makes the stripe asso-
ciated with the bad blocks parity consistent. The thin RAID
layer 103 then receives I/O from RAID stack 105 indicating
that the read /O was completed. The thin RAID layer 103
may then check the bad block table 109 to see if there are
any bad blocks associated with the 1/O, and if so, the thin
RAID layer 103 may provide an error to the operating
system/application layer 101 instead of the 1/O received
from the RAID stack 105.

With respect to the degraded state, one disk of the array
has already failed. Here the RAID stack 105 cannot recon-
struct the array if another error is received during a read I/O.
During the degraded state, the module 100 may treat the
failed disk as a first medium error such as a bad block error.
Upon receiving a read 1/O, any subsequent medium error
generated by the volumes 111a-111d and received by the
thin disk layer 107 is handled as described above with
respect to the optimal state.

With respect to the rebuilding state, the disk being rebuilt
may be treated similarly to the failed disk described above
with respect to the degraded state. Accordingly, any subse-
quently received errors from the volumes 111a-1114d by the
thin disk layer 107 may be handled as described above and
not passed to the RAID stack 105.
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With respect to the dirty degraded state, all open or
unfinished 1/Os that resulted from the unclean shut down
may be marked in the bad block table 109. For example, the
chunks associated with each /O may be marked in the bad
block table 109. Any subsequently received errors from the
volumes 111a-111d by the thin disk layer 107 may be
handled by the module 100 as described above and not
passed to the RAID stack 105.

With respect to array replication, a primary array may be
replicated to a secondary array. If there is a medium error
associated with the primary array, the same medium error
has to be marked in the secondary array. Accordingly, a
replication module may interact with the thin RAID layer
107 of the module 100 to replicate any entries made to the
bad block table 109 associated with the primary array to a
bad block table 109 associated with the secondary array.
Such an arrangement may be used for asynchronous repli-
cations, for example for re-syncing the secondary array with
the primary array if the secondary array comes up after being
offline. Such an arrangement may also be used for synchro-
nous replications, for example for re-syncing either of the
arrays after an array comes up after going offline.

With respect to the file system and storage OS usage of the
RAID array, the OS or the file system may due to deletion
of files, snapshots or volumes mark written areas in the
RAID array as free. These areas would then be used for
newly created volume/snapshot/file data. Accordingly, the
file system or the storage OS may interact with the thin
RAID layer 103, to inform of the freed areas, and the thin
RAID layer 103 can clear any bad blocks marked on these
areas. This will eliminate unnecessary memory required for
handling bad blocks.

FIG. 3 shows an illustrative computer architecture for a
computer 300 capable of executing the software components
described herein for implementing network RAID in a
virtual storage chunk. In particular, the computer architec-
ture shown in FIG. 3 provides a simplified view of the
architecture of a conventional server computer 302 and may
be utilized to implement the storage nodes 2.

FIG. 3 and the following discussion are intended to
provide a brief, general description of a suitable computing
environment in which the embodiments described herein
may be implemented. While the technical details are pre-
sented herein in the general context of program modules that
execute in conjunction with the execution of an operating
system, those skilled in the art will recognize that the
embodiments may also be implemented in combination with
other program modules.

Generally, program modules include routines, programs,
components, data structures, and other types of structures
that perform particular tasks or implement particular abstract
data types. Moreover, those skilled in the art will appreciate
that the embodiments described herein may be practiced
with other computer system configurations, including hand-
held devices, multiprocessor systems, microprocessor-based
or programmable consumer electronics, minicomputers,
mainframe computers, and the like. The embodiments
described herein may also be practiced in distributed com-
puting environments where tasks are performed by remote
processing devices that are linked through a communica-
tions network. In a distributed computing environment,
program modules may be located in both local and remote
memory storage devices.

The server computer 302 includes a baseboard, or “moth-
erboard”, which is a printed circuit board to which a
multitude of components or devices may be connected by
way of a system bus or other electrical communication path.
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In one illustrative embodiment, a CPU 322 operates in
conjunction with a chipset 352. The CPU 322 is a standard
central processor that performs arithmetic and logical opera-
tions necessary for the operation of the computer. The server
computer 302 may include a multitude of CPUs 322.

The chipset 352 includes a north bridge 324 and a south
bridge 326. The north bridge 324 provides an interface
between the CPU 322 and the remainder of the computer
302. The north bridge 324 also provides an interface to a
random access memory (“RAM”) used as the main memory
354 in the computer 302 and, possibly, to an on-board
graphics adapter 330. The north bridge 324 may also include
functionality for providing networking functionality through
a gigabit Ethernet adapter 328. The gigabit Ethernet adapter
328 is capable of connecting the computer 302 to another
computer via a network. Connections which may be made
by the network adapter 328 may include LAN or WAN
connections. LAN and WAN networking environments are
commonplace in offices, enterprise-wide computer net-
works, intranets, and the internet. The north bridge 324 is
connected to the south bridge 326.

The south bridge 326 is responsible for controlling many
of the input/output functions of the computer 302. In par-
ticular, the south bridge 326 may provide one or more
universal serial bus (“USB”) ports 332, a sound adapter 346,
an Ethernet controller 360, and one or more general purpose
input/output (“GPIO”) pins 334. The south bridge 326 may
also provide a bus for interfacing peripheral card devices
such as a graphics adapter 362. In one embodiment, the bus
comprises a peripheral component interconnect (“PCI”) bus.
The south bridge 326 may also provide a system manage-
ment bus 364 for use in managing the various components
of the computer 302. Additional details regarding the opera-
tion of the system management bus 364 and its connected
components are provided below.

The south bridge 326 is also operative to provide one or
more interfaces for connecting mass storage devices to the
computer 302. For instance, according to an embodiment,
the south bridge 326 includes a serial advanced technology
attachment (“SATA”) adapter for providing one or more
serial ATA ports 336 and an ATA 100 adapter for providing
one or more ATA 100 ports 344. The serial ATA ports 336
and the ATA 100 ports 344 may be, in turn, connected to one
or more mass storage devices storing an operating system
340 and application programs, such as the SATA disk drive
338. As known to those skilled in the art, an operating
system 340 comprises a set of programs that control opera-
tions of a computer and allocation of resources. An appli-
cation program is software that runs on top of the operating
system software, or other runtime environment, and uses
computer resources to perform application specific tasks
desired by the user.

According to one embodiment of the invention, the oper-
ating system 340 comprises the LINUX operating system.
According to another embodiment of the invention the
operating system 340 comprises the WINDOWS SERVER
operating system from MICROSOFT CORPORATION.
According to another embodiment, the operating system 340
comprises the UNIX or SOLARIS operating system. It
should be appreciated that other operating systems may also
be utilized.

The mass storage devices connected to the south bridge
326, and their associated computer-readable media, provide
non-volatile storage for the computer 302. Although the
description of computer-readable media contained herein
refers to a mass storage device, such as a hard disk or
CD-ROM drive, it should be appreciated by those skilled in
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the art that computer-readable media can be any available
media that can be accessed by the computer 302. By way of
example, and not limitation, computer-readable media may
comprise computer storage media and communication
media. Computer storage media includes volatile and non-
volatile, removable and non-removable media implemented
in any method or technology for storage of information such
as computer-readable instructions, data structures, program
modules or other data. Computer storage media includes, but
is not limited to, RAM, ROM, EPROM, EEPROM, flash
memory or other solid state memory technology, CD-ROM,
DVD, HD-DVD, BLU-RAY, or other optical storage, mag-
netic cassettes, magnetic tape, magnetic disk storage or other
magnetic storage devices, or any other medium which can be
used to store the desired information and which can be
accessed by the computer.

A low pin count (“LPC”) interface may also be provided
by the south bridge 326 for connecting a “Super [/O” device
370. The Super I/O device 370 is responsible for providing
a number of input/output ports, including a keyboard port, a
mouse port, a serial interface 372, a parallel port, and other
types of input/output ports. The LPC interface may also
connect a computer storage media such as a ROM or a flash
memory such as a NVRAM 348 for storing the firmware 350
that includes program code containing the basic routines that
help to start up the computer 302 and to transfer information
between elements within the computer 302.

As described briefly above, the south bridge 326 may
include a system management bus 364. The system man-
agement bus 364 may include a BMC 366. In general, the
BMC 366 is a microcontroller that monitors operation of the
computer system 302. In a more specific embodiment, the
BMC 366 monitors health-related aspects associated with
the computer system 302, such as, but not limited to, the
temperature of one or more components of the computer
system 302, speed of rotational components (e.g., spindle
motor, CPU Fan, etc.) within the system, the voltage across
or applied to one or more components within the system
302, and the available or used capacity of memory devices
within the system 302. To accomplish these monitoring
functions, the BMC 366 is communicatively connected to
one or more components by way of the management bus
364. In an embodiment, these components include sensor
devices for measuring various operating and performance-
related parameters within the computer system 302. The
sensor devices may be either hardware or software based
components configured or programmed to measure or detect
one or more of the various operating and performance-
related parameters. The BMC 366 functions as the master on
the management bus 364 in most circumstances, but may
also function as either a master or a slave in other circum-
stances. Each of the various components communicatively
connected to the BMC 366 by way of the management bus
364 is addressed using a slave address. The management bus
364 is used by the BMC 366 to request and/or receive
various operating and performance-related parameters from
one or more components, which are also communicatively
connected to the management bus 364.

It should be appreciated that the computer 302 may
comprise other types of computing devices, including hand-
held computers, embedded computer systems, personal digi-
tal assistants, and other types of computing devices known
to those skilled in the art. It is also contemplated that the
computer 302 may not include all of the components shown
in FIG. 3, may include other components that are not
explicitly shown in FIG. 3, or may utilize an architecture
completely different than that shown in FIG. 3.
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Based on the foregoing, it should be appreciated that
technologies for providing networked RAID in a virtualized
storage chunk are presented herein. Although the subject
matter presented herein has been described in language
specific to computer structural features, methodological
acts, and computer readable media, it is to be understood that
the invention defined in the appended claims is not neces-
sarily limited to the specific features, acts, or media
described herein. Rather, the specific features, acts and
mediums are disclosed as example forms of implementing
the claims.

The subject matter described above is provided by way of
illustration only and should not be construed as limiting.
Various modifications and changes may be made to the
subject matter described herein without following the
example embodiments and applications illustrated and
described, and without departing from the true spirit and
scope of the present invention, which is set forth in the
following claims.

What is claimed is:

1. A method for providing fault tolerance for a RAID
array, the array including a plurality of storage volumes
managed by a RAID stack of a RAID controller, the method
comprising:

providing a thin RAID layer between the RAID stack and

an operating system;
providing a thin disk layer between the RAID stack and
the RAID array, wherein the thin disk layer maintains
a bad block table having entries corresponding to
chunks of the RAID array, the bad block table being
configured to store bad block errors in the entries for
the corresponding chunks;
intercepting, by the thin disk layer, a bad block error sent
from the RAID array to the RAID stack before the bad
block error reaches the RAID stack, the bad block error
being generated by the RAID array in response to the
RAID array processing a read /O request;

determining, by the thin disk layer, using the bad block
table, whether the RAID stack can handle the bad block
error without failing the RAID array; and

upon determining that the RAID stack cannot handle the

bad block error without failing the RAID array, com-
municating the bad block error from the thin RAID
layer to the operating system rather than passing the
bad block error to the RAID stack.

2. The method of claim 1, further comprising:

upon determining that the RAID stack can handle the bad

block error, communicating the bad block error to the
RAID stack; and

reconstructing, by the RAID stack, data associated with a

first chunk of the RAID array.

3. The method of claim 1, further comprising logging, by
the thin disk layer, the bad block error in an entry corre-
sponding to the first chunk of the RAID array in the bad
block table in response to receiving the bad block error.

4. The method of claim 1, wherein determining whether
the RAID stack can handle the bad block error further
comprises determining, by the thin disk layer, whether the
bad block table includes a bad block error in an entry
corresponding to a second chunk of the RAID array, the first
and second chunks of the RAID array being part of a stripe.

5. The method of claim 4, wherein each chunk comprises
a plurality of sectors, and wherein bypassing, by the thin
RAID layer, the bad block error to the operating system
further comprises:

determining, by the thin disk layer, bad sectors for each of

the first and second chunks of the RAID array;
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10
writing, by the thin disk layer, dummy data to the bad
sectors of the second chunk of the RAID array;
reconstructing data associated with the first chunk of the
RAID array based on data associated with the stripe,
the data associated with the stripe including the dummy
data;
determining, by the thin disk layer, whether the recon-
structed data is unreliable using the bad block table;
and

upon determining that the reconstructed data is unreliable,

communicating, by the thin RAID layer, the bad block
error to the operating system.

6. The method of claim 5, wherein each of the entries of
the bad block table includes a bitmap having bits corre-
sponding to the plurality of sectors of each chunk, the
method further comprising marking, by the thin disk layer,
bits corresponding to the bad sectors of the first and second
chunks of the RAID array as bad blocks.

7. The method of claim 6, further comprising:

receiving, by the thin RAID layer, a write I/O request

associated with the first or second chunk of the RAID
array from the operating system; and

clearing, by the thin disk layer, the bits marked as bad

blocks in the first or second chunk of the RAID array,
respectively.

8. A non-transitory computer-readable recording medium
having computer-executable instructions stored thereon for
providing fault tolerance for a RAID array including a
plurality of storage volumes managed by a RAID stack of a
RAID controller that, when executed by a RAID controller,
cause the RAID controller to:

provide a thin RAID layer between the RAID stack and an

operating system;

provide a thin disk layer between the RAID stack and the

RAID array, wherein the thin disk layer maintains a bad
block table having entries corresponding to chunks of
the RAID array, the bad block table being configured to
store bad block errors in the entries for the correspond-
ing chunks;

cause the thin disk layer to intercept a bad block error sent

from the RAID array to the RAID stack before the error
reaches the RAID stack, the bad block error being
generated by the RAID array in response to the RAID
array processing a read 1/O request;

cause the thin disk layer to determine using the bad block

table, whether the RAID stack can handle the bad block
error without failing the RAID array; and

upon determining that the RAID stack cannot handle the

bad block error without failing the RAID array cause
the thin RAID layer to communicate the bad block
error to the operating system rather than passing the
bad block error to the RAID stack.

9. The non-transitory computer-readable recording
medium of claim 8, having further computer-executable
instructions stored thereon that, when executed by the RAID
controller, cause the RAID controller to cause the RAID
stack to reconstruct data associated with a first chunk of the
RAID array upon determining that the RAID stack can
handle the bad block error.

10. The non-transitory computer-readable recording
medium of claim 8, having further computer-executable
instructions stored thereon that, when executed by the RAID
controller, cause the RAID controller cause the thin disk
layer to log the bad block error in an entry corresponding to
the first chunk of the RAID array in the bad block table in
response to receiving the bad block error.



US 9,442,814 B2

11

11. The non-transitory computer-readable recording
medium of claim 8, having further computer-executable
instructions stored thereon that, when executed by the RAID
controller, cause the RAID controller to cause the thin disk
layer to determine whether the RAID stack can handle the
bad block error by determining whether the bad block table
includes a bad block error in an entry corresponding to a
second chunk of the RAID array, the first and second chunks
of the RAID array being part of a stripe.

12. The non-transitory computer-readable recording
medium of claim 11, wherein each chunk comprises a
plurality of sectors, and having further computer-executable
instructions stored thereon that, when executed by the RAID
controller, cause the RAID controller to:

cause the thin disk layer to determine bad sectors for each

of the first and second chunks of the RAID array;
cause the thin disk layer to write dummy data to the bad
sectors of the second chunk of the RAID array;
cause the RAID stack to reconstruct data associated with
the first chunk of the RAID array based on data
associated with the stripe, the data associated with the
stripe including the dummy data;
cause the thin disk layer to determine whether the recon-
structed data is unreliable using the bad block table;
and

upon determining that the reconstructed data is unreliable,

causing the thin RAID layer to communicate the bad
block error to the operating system.

13. The non-transitory computer-readable recording
medium of claim 12, wherein each of the entries of the bad
block table includes a bitmap having bits corresponding to
the plurality of sectors of each chunk, and having further
computer-executable instructions stored thereon that, when
executed by the RAID controller, cause the RAID controller
to cause the thin disk layer to mark bits corresponding to the
bad sectors of the first and second chunks of the RAID array
as bad blocks.

14. The non-transitory computer-readable recording
medium of claim 13, having further computer-executable
instructions stored thereon that, when executed by the RAID
controller, cause the RAID controller to:

cause the thin RAID layer to receive a write /O request

associated with the first or second chunk of the RAID
array from the operating system; and

cause the thin disk layer to clear the bits marked as bad

blocks in the first or second chunk of the RAID array,
respectively.

15. A RAID controller for providing fault tolerance for a
RAID array, comprising:

a processing unit;

a memory in communication with the processing unit;

a RAID stack that manages a RAID array comprising a

plurality of storage volumes;

a thin RAID layer between the RAID stack and an

operating system; and

a thin disk layer between the RAID stack and the RAID

array, wherein the thin disk layer maintains a bad block
table having entries corresponding to chunks of the
RAID array, the bad block table being configured to
store bad block errors in the entries for the correspond-
ing chucks;
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wherein the thin disk layer:
intercepts a bad block error sent from the RAID array
to the RAID stack before the bad block error reaches
the RAID stack, the bad block error being generated
by the RAID array in response to the RAID array
processing the read 1/O request, and
determines using the bad block table, whether the
RAID stack can handle the bad block error without
failing the RAID array;

wherein the thin RAID layer communicates the bad block

error to the operating system upon the determination
that the RAID stack cannot handle the bad block error
without failing the RAID array rather than passing the
bad block error to the RAID stack from the thin disk
layer.

16. The RAID controller of claim 15, wherein upon
determining that the RAID stack can handle the bad block
error, the thin disk layer communicates the bad block error
to the RAID stack, and the RAID stack is further configured
to reconstruct data associated with the first chunk of the
RAID array.

17. The RAID controller of claim 15, wherein the thin
disk layer is further configured to log the bad block error in
an entry corresponding to the first chunk of the RAID array
in the bad block table in response to receiving the bad block
error.

18. The RAID controller of claim 15, wherein the thin
disk layer is further configured to determine whether the
RAID stack can handle the bad block error by determining
whether the bad block table includes a bad block error in an
entry corresponding to a second chunk of the RAID array,
the first and second chunks of the RAID array being part of
a stripe.

19. The RAID controller of claim 18, wherein each chunk
comprises a plurality of sectors;

wherein the thin disk layer is further configured to:

determine bad sectors for each of the first and second
chunks of the RAID array, and

write dummy data to the bad sectors of the second
chunk of the RAID array;

wherein the RAID stack is further configured to recon-

struct data associated with the first chunk of the RAID
array based on data associated with the stripe, the data
associated with the stripe including the dummy data;
and

wherein the thin RAID layer is further configured to:

determine whether the reconstructed data is unreliable
using the bad block table, and

upon determining that the reconstructed data is unreli-
able, communicate the bad block error to the oper-
ating system.

20. The RAID controller of claim 19, wherein each of the
entries of the bad block table includes a bitmap having bits
corresponding to the plurality of sectors of each chunk, and
the thin disk layer is further configured to mark bits corre-
sponding to the bad sectors of the first and second chunks of
the RAID array as bad blocks.
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